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The present invention relates generally to the

field of computer network usage, and more
specifically to systems and methods for using a
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rules engine to identify and analyze utilization of
a network resource by an actor and provide an
effective resolution of the identified utilization
with respect to the actor. 2. Description of the

Related Art An organization's computer network
is an essential part of the infrastructure for that

organization, such as a corporation or
university. It is thus critical that the network be
managed in an efficient manner so as to provide
maximum benefit to the organizations of which

it is a part. The demands on the network
infrastructure and the organizations' computers,
networks, and users are increasing as a result of

the increasing use of the Internet and World
Wide Web, e-mail, intranets, extranets, wireless

technology, and other network-based
technologies. In particular, the growing numbers
of users using such technologies have created a
proliferation of attacks such as denial-of-service
attacks, spyware attacks, botnet attacks, large-
scale distributed denial-of-service attacks, and

worm attacks. From the perspective of an
organization, such attacks can be extremely
disruptive to its operations. For example, an
attack may affect the availability of a critical
resource, such as a database, or subject an
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organization to liability for the infected
computer. Furthermore, although such attacks

are often merely annoying, they may be
malicious, such as in the case of spyware or
botnet attacks. From the perspective of the
attackers, such attacks can be an efficient

method for compromising computer systems
and gaining access to sensitive information such
as credit card numbers, social security numbers,

etc. The emergence of these attack types and
other network-related attacks have forced

organizations to analyze the network to identify
the specific types of attacks that are occurring
on the network, determine the source(s) of the
attacks, and determine the risk presented by
such attacks. To this end, organizations have

turned to network monitoring systems to
perform such c6a93da74d
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